Highlights
• KSE™  Servers  provably  secure  
access  to  sensitive  data  and  limit  
that  access  to  authorized  users
• KSE™  Servers  ensure  that  users  
can  only  use  the  data  and  
information  for  organization’s  
intended  purposes.
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• KSE™  Servers  can  create  and  
maintain  boundaries  to  protect  
against  abuse  during  and  after  
the  access  to  sensitive  data
• Powered  by  Trustiﬁer  KSE™  
authorization  engine  that  
enforces  business  rules  in  real-‐‑
time,  Privatize  Servers  can  meet  
and  exceed  regulation  mandates  
and  compliances
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Abstract: This document responds directly to Lt. Gen.
Charles E. Croom Jr., USAF, Director of DISA:
“From the technical standpoint, multilevel security is
one capability that is definitely needed…”

• Trustiﬁer  KSE™  powered  
Servers  stop  rogue  staﬀers  and  
spies,  including  evil  system-‐‑
administrators  from  abusing  
access  to  your  sensitive  
environments.
• Trustiﬁer  KSE™  cloud  server  
provides  complete  private-‐‑cloud  
world  for  all  your  systems.
• Trustiﬁer  KSE™  Detect  and  stop  
malicious  activities,  including  
collusion,  using  Decider™  fuzzy  
human  behavior  monitoring  
system.

“We've wanted multilevel security for 20 years…
they [industry] have some solutions, but none of
them is scalable across the huge global network."

In particular this paper addresses the question of scalability
and MLS as a COTS solution for COTS operating
environments.
The paper also discusses KSE capabilities that apply directly
to deploying and managing Multi-level Security in a largescale networked environment.
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Background
Lt. Gen. Charles E. Croom Jr., USAF, Director
of DISA, stated USDoD MLS requirements in
the following terms:
“From the technical standpoint,
multilevel security is one capability
that is definitely needed…”
Rationale: Multi-Level Security (MLS) is needed to
ensure that sensitive or classified information is only
accessible on need-to-know basis to cleared
personnel, irrespective of channel (covert or overt)
used to access the classified information.
He continues:
“We've wanted multilevel security
for 20 years…they [industry] have
some solutions, but none of them
is scalable across the huge global
network."
Rationale: Original systems that delivered MLS
capabilities were isolated or centralized systems with
physically limited access and only a handful of
identified channels. In the world of Intranets,
Extranets and Internet, it is impossible to use
existing MLS design and implementation approach
to achieve desired level of control and security.

maintaining classified information in a very
unique way. KSE security facilities design and
implementation make using it in large
environments natural and easy.

KSE™ Capabilities
KSE’s capabilities make it a unique and
powerful Trusted Computing platform
implementation. Hereunder are some of its
salient capabilities and the rationale behind
them:

Capability I: Complete operating
system-level security
KSE provides all of its security functions right
at the operating system level to ensure that all
applications, processes, users and resources
become subject to its security.
Rationale: System-level security ensures that
security is not limited to a handful of specified
applications. Security can be provided across the
board.

Capability II: Common oﬀ-the-shelf
(COTS) systems integration

Trustifier KSE™ Security
Software System

KSE integrates with normal COTS systems
like Microsoft Windows, Linux, and UNIX etc.
to provide its security capabilities.

Trustifier KSE is a drop-in security enabler that
is designed to address and solve the problems of
delivering MLS in highly networked
heterogeneous environments such as the
Global Information Grid (GIG).

Rationale: Modern network environments are built
with COTS systems. The need to deliver MLS in
existing infrastructure is imperative because a
requirement to replace the entire infrastructure is
unreasonable and is prohibitively costly.

KSE provides the desired Auditing, Role-Based
Access Controls (RBAC), Labeled Security (LS)
and Protected Execution (PX) facilities for
!
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Capability III: User centric and role
centric security

Capability V: No outward changes to
system and system concepts

Trustifier KSE security is defined in terms of
users, groups and roles. This makes security
simple and intuitive.

KSE is designed such that it can secure systems
without the need to change their libraries,
applications or services. It uses existing system
concepts (user id’s, group id’s etc.) to enforce its
security, rather than introducing something
new or alien.

Elaboration: Consider the problem of trying to stop a
particular user (bob) from using a feature (say
setuid). It is simple and intuitive to use a directive
like “deny bob setuid” instead of the cumbersome
process of adding access control list entries for each
object that uses setuid feature, and then have a deny
rule for each object. Even “managed” items such as
adding and removing bob into a feature capable
group is tedious and makes it difficult to trace bob’s
access grants.
Rationale: It is normal to think of security
limitations in terms of people and roles. Direct use of
a user-centric security directive (without
translations) provides simple and intuitive auditing,
visibility, manageability and traceability.

Capability IV: Automatic Labeling of
information
KSE is able to classify aggregate and resultant
information automatically and provides
functionality to automatically label new
information based on users and groups.
Rationale: Manual labeling and classification of any
significant amount of information can be
prohibitive. Without help, ensuring proper labeling
and classification can create security risks. KSE
provides user-centric, role-centric and groupcentric labeling mechanisms that deliver MLS
without the overhead of classic MLS.

!

Rationale: By using existing concepts to enforce
security, KSE is able to enforce its security across a
variety of environments and across the network, as
most COTS systems share a lot of these concepts.

Capability VI: Real-time and
embedded application capable
KSE is has a small footprint in the computer
system, and to run with predictable latency. For
example, KSE’s core is approximately 256
kilobytes on Intel® x86 64-bit platforms.
Rationale: KSE should not burden the systems it
protects. Real-time use makes it suitable for large
ad-hoc network deployments. Embedded applications
capability allows KSE to be deployed on devices other
than generic systems.

KSE Management
KSE’s tools, API and integration capabilities
enable administration and management on
actual systems, through a centrally controlled
environment, or a combination of both.
KSE can be integrated with existing identity
management and authentication tools to deliver
RBAC and MLS capability across very large
networks.
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KSE provides protection templates and tools to
help create protection profiles for large number
of users (10,000 or more).

Conclusion
Trustifier KSE is a unique security system that
addresses the core need of delivering MLS on
highly networked environments, and yet is a
COTS solution. KSE has these capabilities
because its design and implementation simple,
intuitive and robust.
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♲  Please Recycle
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